Connecting to
Secure Wireless
(iitk-sec) on Fedora



Configuration

Go to “System—>Preferences> Network Connections”.
Click on “Wireless” tab and then "Add” button.
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Configuration

* Check “Connect automatically” and “Available to all users”.
Set SSID to “iitk-sec”.
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Configuration

* Go to “Wireless Security” tab and select these options.
* Security: WPA & WPA2 Enterprise

* Authentication: Tunneled TLS

* CA certificate: (None)

* Inner authentication: PAP

 Username: (Use your proxy username)

 Password: (Use your proxy password)

See figure on next slide regarding this.



Configuration
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Configuration

* Click on “Apply” and give your system root password.
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Connecting to
Secure Wireless
(iitk-sec) on Ubuntu



Configuration

* Go to “System—>Preferences—=>Network Connections”.
e Click on “Wireless” tab and then "Add” button.

o Network Connections

i1 Wired | ¥ Wireless | will Mobile Broadband | {1 VPN | i DSL

[

Mame Last Used Add

| Close |




Configuration

* Check “Connect automatically” and “Available to all users”.

Set SSID to “iitk-sec”.
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Connection name: WwWhireless conmnecktion 1
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Configuration

* Go to “Wireless Security” tab and select these options.
* Security: WPA & WPA2 Enterprise

* Authentication: Tunneled TLS

* CA certificate: (None)

* Inner authentication: PAP

 Username: (Use your proxy username)

 Password: (Use your proxy password)

See figure on next slide regarding this.



Configuration

Connection name: wireless connecktion 1

B Conneckt automatically

wireless | Wireless Securikby

Securilkby:
Authentication:
Anonymous idenktiiby:
A certifFicate:

Inner authenticaktion:

Usernmame:

Password:

B Aawvailable to all users

WwWiFEA & wWhPAZ Enterprise

Tunneled TLS

(o ne)
PAP

saurabh
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I Show password

Cancel
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| Ask For this password every time

Apply...




Configuration

* Click on “Apply” and give your system root password.
* Now click “Authenticate” button.

Authenticate

7o System policy prevents
¢, modification of system settings
An application is attempting to perform an action

that requires privileges. Authenticationis
required to perform this action.

R |

Password:

P Details

|  Cancel | [ Authenticate ]




Connecting to
Secure Wireless
(iitk-sec)
on
Windows Vista



Installation

* Download “SecureW?2” client from this given
link
http://www.iitk.ac.in/cc/UIC_SecureW2.exe



Installation Continues...

e Start Setup "UIC_SecureW?2” by double
click,then Click “OK”.

Installer Language

Q Please select a language.

| English

o ] |




Installation Continues...

* Click “Next”.

F
SecureW2 EAP Suite 1.1.3 for Windows Setup =

Welcome to the SecureW?2 EAP
Suite 1.1.3 for Windows Setup

Setup will guide you through the installation of SecureWw2
EAP Suite 1.1.3 for Windows.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot vour
computer,

Click Mext to continue.




Installation Continues...

* Click “I Agree”.

SecureW2 EAP Suite 1.1.3 for Windows Setup [ I s
License Agreement
Please review the license terms before installing SecureW 2 EAP Suite 1.1.3 for Q
Windows,

Fress Page Down to see the rest of the agreement.

| Securew 2 Eap Suite, Copyright {C) SecureWw?2 -~

This program is free software; yvou can redistribute it andfor modify
it under the terms of the GMLU General Public License as published by
the Free Software Foundation; either version 2 of the License, or
{(at your opton) any later wversion.

m

This program is distributed in the hope that it will be useful,
but WITHOUT AMY WARRAMTY; without even the implied warranty of
MER.CHAMNTABILITY or FITHESS FOR A PARTICULAR FURFPOSE.

If vou accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Secure'W2 EAP Suite 1. 1.3 for Windows,

[ = Back ][ I agree ] [ Cancel ]




Installation Continues...

e Select “TTLS” and click on “Install”.

Choose Components
Choose which features of Secure\W 2 EAP Suite 1. 1.3 for Windows you want to install. @

Check the components you want to install and uncheck the components you don't want to
install. Click Install to start the installation.

Select components to install: TTLS 4. 1.0 Description
[[NeTC 1.1.0
[l rEAP 1.0.0

Space required: 3.6MB

[ <= Back ][ Install ] [ Cancel ]




Installation Continues...

e Click on “Finish”.

SecureW?2 EAP Suite 1.1.3 for Windows Setup =N — e —

Completing the SecureW2 BEAP
Suite 1.1.3 for Windows Setup

Your computer must be restarted in order to complete the
installation of SecureW 2 EAP Suite 1. 1.3 for Windows. Do
wou want to reboot now?

i@ Reboot now

1 I want to manually reboot later




Configuration
Start “TTLS-Manager” by Clicking “Start—>SecureW?2”.
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Control Panel




Configuration

* Click on “New” Button.
SecureW 2 Configuration Iﬁ_‘

<2

SecureW?2

4.1.0 (49
Profile l
Profile: | DEFALILT j
Mew Configure |
Ik Cancel




Configuration

 Create Profile “iitk-sec” and click “OK”.

SecureWz2 Configuration

Secura'W2 Mew Profile

D

SecureVW?2

Profile: | iithk-sec]|

Cancel

Cancel




Configuration

* Uncheck ”"Use alternate outer identity:”.
| T B |

, S

SecureWw?2

Connecton ]CErtiﬁ:Etes ] Authentication ] User account ]
I Use altermnate outer identity:
=
=
Enable session resumption {guick connect) |
Advanced Ik Cancel




Configuration

* Click on “Certificates” tab and uncheck "Verify server
certificate”.

P —y
itk-sec lﬁ

D

Securevw?z

Connection Certificates ] Authenticaton ] User account ]

| wWerify server certificate

Advarnced 2k Carncel




Configuration

 Click on “Authentication” Tab and make sure

t

hat “Select Authentication Method: PAP”.

|

iitk-sec Iﬁl
"—-_—'_...----“"‘I‘l
SecureVWw?
Cornmecton ] Certificates Authentication ]L.I ccccccccc t]
Select Aauthentcaton Method: I FapFE

[ [

Sdwanc= o [ | I Carnc=l




Configuration

* Click on “User account” tab and uncheck ”"prompt user for
credentials”,Put your Username: and Password:(As you normally use on
proxy),Click “OK”.

-
iitk-sec lﬁ

, A

Securevw?e

Connechon ] Certficates ] Authentcaton UWser account ]

Prompt user for credentals |

Usermname: | saurabh

Password: | =======

Domain: |

Use this account to logon computsr [

Adwvanc=ed [ | Cancel

1H5EEEEEEEEEEEEEEEEEEEEE———————————————————————————————————— i




Configuration
* Click “OK”.

- |
SecureW?2? Configuration lﬁ
""-.—'_..-----"""“I
SecurevWw?2
4. 1.0 (9%
Profile ]
Profile: | iitk-sec LI
Mlewe Configurs= Dielet= |
] o Cancel




Configuration

e Select “Network”.
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Configuration

* Click on “Network and Sharing Center”.

s - Network and Sharing Center | == Add a printer 8~ Add a wireless device &

This computer is not connected te a network. Click to connect... - X
Provides network status, and gives

Name Category Wor| access to network settings.

vorite Links

| Documents
] Pictures
Music
|#¢ Recently Changed
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Configuration

* Select “Manage wireless networks”.

Network and Sharing Center

View computers and devices

A View full map
Connect to a network

Manage wireless networks 1*/ i E U

Set up a connecticn or network =
ADMIN-PC Internet

Manage network connections (This computer)

Diagnose and repair

5- Not connected

Wireless networks are available.
Connect to a network

Seealso
Internet Options

Windows Firewall




Configuration
* Click on “Add” tab.

4
L]
, Q Y. 'a:[ﬂ] <« Network and Internet » Manage Wireless Networks -

e 7 —

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below. To change the order, drag a network up or down in the list. You
can alsc add or remove netwerk profiles.

lzca Add ' @ Adapter properties 3, Profile types ** Network and Sharing Center @

[Add a wireless network]

l 0 items




Configuration

Click ”Manually create a network profile”.

A

“J

"' Manually connect to a wireless networ

How do you want to add a network?

Sda¥ Add a network that is in range of this computer
g

This shows you a list of networks that are currently available and lets you connect
te one. Once you connect, a profile for the network is saved on your computer.

RSk Manually create a network profile

« This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (SSID) and
secunity key (if applicable).

A& Create an ad hoc network
This creates a temporary netwerk for sharing files or an Internet connection

Cancel




Configuration

* Network name :- “iitk-sec “
* Security type :- “WPA2-Enterprise”
* Encryption type :- “ AES or TKIP “

* Then click on “Next”.

ey

@ at! Manually connect to a wireless networl

Enter information for the wireless network you want to add

Network name: jitk-sec

Security type: | WPA2-Enterprise ~ |

Encryption type: [AE? V]

Security Key/Passphrase: ‘ \ || Display characters

Start this connection automatically

[ liConnect even if the network is not broadcasting:
Warning: If you select this option, your computer's privacy might be at risk.

[ Next ][ Cancel ]




Configuration

* C(Click "Change connection settings”.

w 2! Manually connect to a wireless networl

Successfully added iitk-sec

< Connect to...
Open the "Connect to a network” dialog so I can connect.

“* Change connection settings
Open the connection properties so that I can change the settings.

Close l




Configuration

Select “Security” tab

Select “ Secure w2 EAP-TTLS “ authentication method.

litk—sec Wireless Metwwork Properties

=

I Connecton I Security |
Security type: | wwP a2 -Enterprise - |
Encrypion type: [AES e ]

Choose a netvwwork authentcatormn method:

| securew z: securevwz EAP-TTLS ~ || sSettings

Femember my credentals for this connecton each
Hme I'm logged am

[ Sdwvanced setdHngs ]

J |

Cancel ]




Configuration

Click on “ Settings “ Button.

-

iitk-sec Wireless Metwork Properties

Cnr‘lnectiorll Security |

Security type: | WPaA2 Enterprise

Encryption type: [AES

Choose a network authentication method:

| Securewz: Securew2 EAP-TTLS

- ] [ Settings ]

time I'm logged on

[ Advanced settings ]

Remember my credentals for this connecton each

Ok ] [ Cancel ]




Configuration

e Select predefine Profile “ iitk-sec “ and then “ OK “.

~
SecureaW2 Configuration &J

<

SecureWw?2?

. 1.0 {9
Profile ]
Profile: | iitk-sed] -~
ey | Configure Delete |
L | I Cancel




Configuration

* Click “OK".

L2

-
iitk-sec Wireless Metwork Properties u

Cﬂnr‘lectic:rll Security |

Security type: | wPaAz-Enterprise - |

Encrypton type: [AES e ]

Choose a network authentication method:

| Securewi2: Securew2 EAP-TTLS - | [ Settings ]

Femember my credentials for this connecton each
time I'm logged on

[ Advanced settings ]

[ O J [ Cancel ]




Connecting to
Secure Wireless
(iitk-sec)
on
Windows7



Installation

* Download “SecureW?2” client from this given
link
http://www.iitk.ac.in/cc/UIC_SecureW2.exe



Installation Continues...

e Start Setup "UIC_SecureW?2” by double
click,then Click “OK”.

Installer Language

Q Please select a language.

| English

o ] |




Installation Continues...

* Click “Next”.

F
SecureW2 EAP Suite 1.1.3 for Windows Setup =

Welcome to the SecureW?2 EAP
Suite 1.1.3 for Windows Setup

Setup will guide you through the installation of SecureWw2
EAP Suite 1.1.3 for Windows.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot vour
computer,

Click Mext to continue.




Installation Continues...

* Click “I Agree”.

SecureW2 EAP Suite 1.1.3 for Windows Setup [ I s
License Agreement
Please review the license terms before installing SecureW 2 EAP Suite 1.1.3 for Q
Windows,

Fress Page Down to see the rest of the agreement.

| Securew 2 Eap Suite, Copyright {C) SecureWw?2 -~

This program is free software; yvou can redistribute it andfor modify
it under the terms of the GMLU General Public License as published by
the Free Software Foundation; either version 2 of the License, or
{(at your opton) any later wversion.

m

This program is distributed in the hope that it will be useful,
but WITHOUT AMY WARRAMTY; without even the implied warranty of
MER.CHAMNTABILITY or FITHESS FOR A PARTICULAR FURFPOSE.

If vou accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Secure'W2 EAP Suite 1. 1.3 for Windows,

[ = Back ][ I agree ] [ Cancel ]




Installation Continues...

e Select “TTLS” and click on “Install”.

Choose Components
Choose which features of Secure\W 2 EAP Suite 1. 1.3 for Windows you want to install. @

Check the components you want to install and uncheck the components you don't want to
install. Click Install to start the installation.

Select components to install: TTLS 4. 1.0 Description
[[NeTC 1.1.0
[l rEAP 1.0.0

Space required: 3.6MB

[ <= Back ][ Install ] [ Cancel ]




Installation Continues...

e Click on “Finish”.

SecureW?2 EAP Suite 1.1.3 for Windows Setup =N — e —

Completing the SecureW2 BEAP
Suite 1.1.3 for Windows Setup

Your computer must be restarted in order to complete the
installation of SecureW 2 EAP Suite 1. 1.3 for Windows. Do
wou want to reboot now?

i@ Reboot now

1 I want to manually reboot later




Configuration

e Start “TTLS-Manager” from Desktop.

TS
PManager




Configuration

* Click on “New” Button.
SecureW 2 Configuration Iﬁ_‘

<2

SecureW?2

4.1.0 (49
Profile l
Profile: | DEFALILT j
Mew Configure |
Ik Cancel




Configuration

 Create Profile “iitk-sec” and click “OK”.

SecureWz2 Configuration

Secura'W2 Mew Profile

D

SecureVW?2

Profile: | iithk-sec]|

Cancel

Cancel




Configuration

* Uncheck ”"Use alternate outer identity:”.
| T B |

, S

SecureWw?2

Connecton ]CErtiﬁ:Etes ] Authentication ] User account ]
I Use altermnate outer identity:
=
=
Enable session resumption {guick connect) |
Advanced Ik Cancel




Configuration

* Click on “Certificates” tab and uncheck "Verify server
certificate”.

P —y
itk-sec lﬁ

D

Securevw?z

Connection Certificates ] Authenticaton ] User account ]

| wWerify server certificate

Advarnced 2k Carncel




Configuration

 Click on “Authentication” Tab and make sure

t

hat “Select Authentication Method: PAP”.

|

iitk-sec Iﬁl
"—-_—'_...----“"‘I‘l
SecureVWw?
Cornmecton ] Certificates Authentication ]L.I ccccccccc t]
Select Aauthentcaton Method: I FapFE

[ [

Sdwanc= o [ | I Carnc=l




Configuration

* Click on “User account” tab and uncheck ”"prompt user for
credentials”,Put your Username: and Password:(As you normally use on
proxy),Click “OK”.

-
iitk-sec lﬁ

, A

Securevw?e

Connechon ] Certficates ] Authentcaton UWser account ]

Prompt user for credentals |

Usermname: | saurabh

Password: | =======

Domain: |

Use this account to logon computsr [

Adwvanc=ed [ | Cancel

1H5EEEEEEEEEEEEEEEEEEEEE———————————————————————————————————— i




Configuration
* Click “OK”.

- |
SecureW?2? Configuration lﬁ
""-.—'_..-----"""“I
SecurevWw?2
4. 1.0 (9%
Profile ]
Profile: | iitk-sec LI
Mlewe Configurs= Dielet= |
] o Cancel




Configuration

* Select “Network—> Properties”.

—~
B VLC mediapl b
; media player
Documents
Q_. Adobe Reader X
__i>N
Pictures
Q-
Music
T t
@ uTorren
s Games

L'WE Microsoft Office Word 2007

Computer

Internet Download Manager
Network

MBlaze

ee

Control Panel Map network drive...

Disconnect network drive...

g@i TTLS Manager

Devices and Printers

Properties
Default Programs

Help and Support
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Configuration

* C(Click on “Manage wireless networks”.

)

t* <« All Control Panel tems » Metwork and Sharing Center - | 5 | | Search Control Panel L2 |

Control Panel Home

Manage wireless networks

Change adapter settings

Change advanced sharing
settings

See also
HomeGroup
Internet Options

Windows Firewall

View your basic network information and set up connections

: | . e See full map
A X ot

USER-VAIO Internet
(This computer)

Wiew your active networks Connect to a network
You are currently not connected to any networks.

Change your networking settings

‘EL'-". Set up a new connection or network
g . . .
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access

point.

ﬁ_ Connect to a netwark

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose homegroup and sharing options

Access files and printers located on other network computers, or change sharing settings.

@ Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.,




Configuration

Click on “Add” tab.

-"v « MNetwork and Internet » Manage Wireless Metworks - Search Manage Wireless Networks

& N kand]I Manage Wireless M k 4y danag ol
Manage wireless networks that use (Wireless Network Connection)
Windows tries to connect to these networks in the order listed below.

Add | Adapter properties  Profiletypes  Metwork and Sharing Center l@l
Metworks you can view, modify, and reorder (2) -~
= CSE-iNsecure Security: WEP Type: Any supported Automatically con...

A
m, test Security: Unsecured Type: Any supported Automatically con...
AL
2 items
!
-1




Configuration

* Click "Manually create a network profile”

i |:|_g

ot "' Manually connect to a wireless network

How do you want to add a network?

l.- Manually create a network profile
+ This creates a new network profile or locates an existing netwerk and saves a profile
for the network on your computer, You need to know the nebwork name (55100 and
security key (if applicable).

o~ Create an ad hoc network
% This creates a ternporary network for sharing files or an Internet connection

Cancel




Configuration

Network name :- “iitk-sec
Security type :- “WPA2-Enterprise”

Encryption type :- “ AES or TKIP “

Then click on “Next”.

{

__
0

A, Jime, ot

@ 1! Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: iitk-sec

Security type: [WPM—Enterprise = ]

Encryption type: [AES v]

Security Key: Hide characters

Start this connection automatically

[T] Connect even if the network is not broadcasting

Warning: If you select this option, your computer’s privacy might be at risk.

| MNext

] [ Cancel




Configuration
* Click "Change connection settings”.

-

U 2" Manually connect to a wireless network

Successfully added iitk-sec

< Change connection settings
COpen the connection properties so that I can change the settings.

Close




Configuration

* Select “Security” tab.

-
iitk-sec Wireless Metwaork Properties ﬂ

Connection | security |

Mame: iitk-zec
S5ID: iitk-sec
Metwork type: Access point

Metwork availability:  All users

Connect automatcally when this network is in range
[ Connect to a more preferred network if available
[ Connect even if the network is not broadcasting its name {S5ID)




Configuration

e Select “ Secure w2 EAP-TTLS “ authentication method.

-
iitk-zec Wireless NMetwork Properties ﬂ

Connection | Security |

Security type: | wPA2-Enterprise ~ |

Encrypton type: [AES e ]

Choose a network authentication method:
[Secl_.lrewz: SecureWw2 EAP-TTLS T] [ Settings ]

Remember my credentals for this connection each
time I'm logged on

[ advanced settings ]

[ Ok ] [ Canmcel ]




Configuration

Click on “ Settings “ Button.

-

iitk-sec Wireless Metwork Properties

Cnr‘lnectiorll Security |

Security type: | WPaA2 Enterprise

Encryption type: [AES

Choose a network authentication method:

| Securewz: Securew2 EAP-TTLS

- ] [ Settings ]

time I'm logged on

[ Advanced settings ]

Remember my credentals for this connecton each

Ok ] [ Cancel ]




Configuration

* Select pre define Profile “ iitk-sec “ and then “ OK “.

SecureW? Configuration

<

Securevw??

| S|

4. 1.0 {5
Profile ]
Profile: | iitk-sed| = |
F=w | Configure Delete |
] I Carcel




Configuration

* Click “OK".

L2

-
iitk-sec Wireless Metwork Properties u

Cﬂnr‘lectic:rll Security |

Security type: | wPaAz-Enterprise - |

Encrypton type: [AES e ]

Choose a network authentication method:

| Securewi2: Securew2 EAP-TTLS - | [ Settings ]

Femember my credentials for this connecton each
time I'm logged on

[ Advanced settings ]

[ O J [ Cancel ]




Connecting to
Secure Wireless
(iitk-sec)
on
WindowsXP



Installation

* Download “SecureW2” client from this given
link.

http://www.iitk.ac.in/cc/UIC_SecureW2.exe



Installation Continues...

e Start Setup "UIC_SecureW?2” by double
click,then Click “OK”.

Installer Language

Q Please select a language.

| English

o ] |




Installation Continues...

* Click “Next”.

F
SecureW2 EAP Suite 1.1.3 for Windows Setup =

Welcome to the SecureW?2 EAP
Suite 1.1.3 for Windows Setup

Setup will guide you through the installation of SecureWw2
EAP Suite 1.1.3 for Windows.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot vour
computer,

Click Mext to continue.




Installation Continues...

* Click “I Agree”.

SecureW2 EAP Suite 1.1.3 for Windows Setup [ I s
License Agreement
Please review the license terms before installing SecureW 2 EAP Suite 1.1.3 for Q
Windows,

Fress Page Down to see the rest of the agreement.

| Securew 2 Eap Suite, Copyright {C) SecureWw?2 -~

This program is free software; yvou can redistribute it andfor modify
it under the terms of the GMLU General Public License as published by
the Free Software Foundation; either version 2 of the License, or
{(at your opton) any later wversion.

m

This program is distributed in the hope that it will be useful,
but WITHOUT AMY WARRAMTY; without even the implied warranty of
MER.CHAMNTABILITY or FITHESS FOR A PARTICULAR FURFPOSE.

If vou accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Secure'W2 EAP Suite 1. 1.3 for Windows,

[ = Back ][ I agree ] [ Cancel ]




Installation Continues...

e Select “TTLS” and click on “Install”.

Choose Components
Choose which features of Secure\W 2 EAP Suite 1. 1.3 for Windows you want to install. @

Check the components you want to install and uncheck the components you don't want to
install. Click Install to start the installation.

Select components to install: TTLS 4. 1.0 Description
[[NeTC 1.1.0
[l rEAP 1.0.0

Space required: 3.6MB

[ <= Back ][ Install ] [ Cancel ]




Installation Continues...

e Click on “Finish”.

SecureW?2 EAP Suite 1.1.3 for Windows Setup =N — e —

Completing the SecureW2 BEAP
Suite 1.1.3 for Windows Setup

Your computer must be restarted in order to complete the
installation of SecureW 2 EAP Suite 1. 1.3 for Windows. Do
wou want to reboot now?

i@ Reboot now

1 I want to manually reboot later




Configuration

e Start “TTLS-Manager” from Desktop.

TS
PManager




Configuration

* Click on “New” Button.
SecureW 2 Configuration Iﬁ_‘

<2

SecureW?2

4.1.0 (49
Profile l
Profile: | DEFALILT j
Mew Configure |
Ik Cancel




Configuration

 Create Profile “iitk-sec” and click “OK”.

SecureWz2 Configuration

Secura'W2 Mew Profile

D

SecureVW?2

Profile: | iithk-sec]|

Cancel

Cancel




Configuration

* Uncheck ”"Use alternate outer identity:”.
| T B |

, S

SecureWw?2

Connecton ]CErtiﬁ:Etes ] Authentication ] User account ]
I Use altermnate outer identity:
=
=
Enable session resumption {guick connect) |
Advanced Ik Cancel




Configuration

* Click on “Certificates” tab and uncheck "Verify server
certificate”.

P —y
itk-sec lﬁ

D

Securevw?z

Connection Certificates ] Authenticaton ] User account ]

| wWerify server certificate

Advarnced 2k Carncel




Configuration

 Click on “Authentication” Tab and make sure

t

hat “Select Authentication Method: PAP”.

|

iitk-sec Iﬁl
"—-_—'_...----“"‘I‘l
SecureVWw?
Cornmecton ] Certificates Authentication ]L.I ccccccccc t]
Select Aauthentcaton Method: I FapFE

[ [

Sdwanc= o [ | I Carnc=l




Configuration

* Click on “User account” tab and uncheck”prompt user for
credentials”,Put your Username: and Password:(As you normally use on
proxy),Click “OK”.

-
iitk-sec lﬁ

, A

Securevw?e

Connechon ] Certficates ] Authentcaton UWser account ]

Prompt user for credentals |

Usermname: | saurabh

Password: | =======

Domain: |

Use this account to logon computsr [

Adwvanc=ed [ | Cancel

1H5EEEEEEEEEEEEEEEEEEEEE———————————————————————————————————— i




Configuration
* Click “OK”.

- |
SecureW?2? Configuration lﬁ
""-.—'_..-----"""“I
SecurevWw?2
4. 1.0 (9%
Profile ]
Profile: | iitk-sec LI
Mlewe Configurs= Dielet= |
] o Cancel




Configuration

* Go to “Start—=>Settings—=> Network Connections”.

Set Program Access and Defaults

wWindows Catalog

wWindows Update

Programs

Documenkts

Settings Control Panel

MNetwork Connections
Search
Printers and Faxes

Help and Support ! Taskbar and Start Menu

Run...

Log OFF MNAYVI...

Turn OFF Computer...




Right click on “Wireless Network connection” and select

Configuration

“Properties”. Now click on “Wireless Networks” Tab.

“= Metwork Connections

Fil=  Edit  Miew

ek - Q

Favorites

Tools

Advanced  Help

Oddress ﬁ Mebwork Connectio

Metwork Tasks

Creake a new
conneckion

Set up a home or small
office network

& Changs Windows
Firewall settings

1 Wiew awvailable wireless
networks

q Disable this netwark,
device

% Repair this conneckion

Iﬂ Rename this conneckion

& View status of this
conneckion

Change settings of this
conneckion

Other Places

Er Control Panel
H My Mebwork Places

My Docurnenks
a My Cormpuker

ns

|

LAM or High-Speed I

b

Wireless Meb
Connecked

o) Dell Wireless
1394 Conne

?j Connecked

H 1394 Met Ad

Lﬁ /ID Search HE:‘ Folders v @ Folder Swnic

-4 Wireless Network Connection 2 Properties

General | wirgless MNetworks | ,{'n_d\.-ancedl

Jze Windows to configure my wireless netwaork, settings

Loyailable netwiork s

To connect to, dizconnect from, or find out more information
about wireless nebwork.s in range, click the button below.

[ Wi Wireless Mebworks ]

Preferred nebwork.s:
Avtomatically connect to available nebworks in the arder lizted
below:

G itk [Automatic] M owe Lp

fMove down

Add... ][ Remove ][ Properties ]

Learn about zething up wireless network
configuration.

| ok ||

Cancel




Configuration
* Click on “Add...” Button.

4 Wireless Network Connection Z Properties | Ud |I§|

I erneEral woireless Rebwork s i P e T =1 |

=z wirndows ba configure my wireless netwaork. =etbings

2 milable nebvaark.=s:
To connect bao, disconnaect from, aor Find aut pnore infaormation
about wireless netveork.=s in range. click the button belows.

[ ews wrhireless Hebwork = ]

Freferred nisbvaork=:
Stomatically connect to awailable netvaorks in the aorder listed

belosa:

itk [Sautamatic]

|_ Sodd. . ] [ Femowe ] [ Froperties ]

Learn about =ettinng up wireless nebvaork [ [ —— ]
configquratior.

[ Ok ] [ Carncel ]




Configuration

Set Network Name(SSID): iitk-sec
Network Authentication: WPA or WPA2
Data encryption: AES or TKIP

Wireless nebworlk properties

Sozzociation I Sthentication Conmnecikiamn

Fl=tveork name [SSID: iitkls=ec

rAreless nietvaork kEaeyp

T hi= metvaork. requires a ey For the Fallovairng:

M e=tvaark Aoutheaentication: | s s,

[ ata encryption: | SES

The ey i= prowided For me automaticalle

[ ] Thi=s i= a computer-tao-computer [ad hoc] netveark: wireless
acceszs pointks are nok u=ed

[ I —arncel

I




Configuration
e Go to “Authentication” Tab and select

EAP type: SecureW2 EAP-TTLS . Now click “Properties” .

Wireless networlk properties

.-'l-.EEDi:iatin:-hl Suthentication | Cornrneckion

Ernabl= IEEE 2021 = authentbication For this nebvaark

EAP tupe: Securewws 2 ESP-TTLS

[ FProperti=e= ]

Suthenticate as caomputer vwwhen computer information is awailable

[ &uthenticate as guest wwhen user aor computer information is
urnawailabl=

[ () ] [ Cance=l ]




Configuration
e Set Profile: iitk-sec and click “OK”.

SecureW 2 Configuration

SecureW?2

Profile ]




